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    Sinetex

The security envelope of the RSFN (Rede do Sistema Financeiro Nacional), the
network that connects Brazilian financial institutions, clearing houses and
Banco Central do Brasil, for Elixir.
It builds and opens the 588-byte security header defined in chapter 5 of the
public Manual de Segurança do SFN (Volume I, version 6.00; chapter 5
is the same as in version 5.07), with Security Protocol v3 (AES-256-GCM)
and v2 (3DES, legacy): signing, encryption, compression and the C03 error
table. Newer versions of the manual are published on the
Comunicação Eletrônica de Dados
page of Banco Central.
Leia em português.
Status: v0.1, pre-release. The library follows the manual and is tested
against an independent implementation, but a few points where the manual is
silent follow observed market practice and have not been confirmed against
real traffic yet. They are listed in docs/SPEC.md.
Version 1.0 waits for that confirmation.
Sinetex is an independent open source project. It is not affiliated with or
endorsed by Banco Central do Brasil.

Scope
In: the header (C01–C15), sending and receiving in v2 and v3, every C04
value, the error table with the "lowest code wins" rule, GZIP and ZIP.
Out: transport (MQ, Connect:Direct, SFTP), the XML of the messages,
certificate registration and activation, revocation lists, key storage. The
library works on bytes: you give it the content and the keys, it gives you the
envelope, and the other way round. It has no runtime dependencies besides
:crypto and :public_key.
Installation
def deps do
  [{:sinetex, "~> 0.1"}]
end
Elixir 1.16 or later, OTP 26 or later. Version 2 of the protocol needs 3DES in
the OpenSSL that OTP is linked to.
Usage
Keys and certificates
# Your certificate and private key (PEM or DER; PKCS#1, PKCS#8 or encrypted PKCS#8)
{:ok, me} = Sinetex.Identity.load(File.read!("me.crt"), File.read!("me.key"))

# The counterparty's certificate
{:ok, peer} = Sinetex.Certificate.load(File.read!("peer.crt"))
C10 and C12 carry the code of the certification authority (PC). It is read
from OU=CSPB-n in the certificate issuer. For certificates without it, give
it explicitly: Sinetex.Certificate.load(pem, pc: 4).
Certificates must be RSA-2048 with a serial number of at most 16 bytes, as the
header requires.
Sending
{:ok, envelope} = Sinetex.seal(xml, from: me, to: peer)

# A compressed file (C04 8). The format is required: see below.
{:ok, envelope} = Sinetex.seal(file, from: me, to: peer, c04: 8, compression: :gzip)

# Version 2
{:ok, envelope} = Sinetex.seal(xml, from: me, to: peer, version: 2)
Receiving
case Sinetex.open(envelope, as: me, from: peer) do
  {:ok, %Sinetex.Opened{content: content, header: header}} ->
    # header.c03 != 0 means the counterparty is reporting an error
    ...

  {:error, %Sinetex.Error{c03: c03, egen: egen} = error} ->
    # c03 is the code of the manual's table, egen the GEN0004 code (EGEN99xx)
    Logger.warning(Exception.message(error))
end
:from accepts a list of certificates, for a sender that is changing
certificates. Other options:
	Option	Default	
	:known	[]	Other certificates. A message signed with one of them fails with 0x0C (certificate does not belong to the sender) instead of 0x0A
	:certificate_check	none	fn cert, header -> :ok | {:error, c03} end, for what depends on your certificate registry: not activated (0x10), expired or revoked (0x11), invalid (0x14)
	:c14_errors	:manual	:uniform reports a failure to decrypt C14 as 0x0E instead of 0x0D. See SECURITY.md
	:trim_padding	false	v2 keeps its 0x00 padding, as the manual says. true removes up to 7 trailing zeros
	:allow_clear	false	Accept the "empty" header (all fields zero, e.g. a GEN0001 echo), whose body is neither signed nor encrypted
	:max_output_bytes	512 MiB	Limit for decompressed content
	:max_input_bytes	:infinity	Limit for the envelope

Reporting an error
The library never answers anyone. When open/2 fails, you decide whether to
send a GEN0004 back. error_envelope/2 builds its envelope: signed, not
encrypted (C04 3), with C03 set. The GEN0004 XML is yours to build.
with {:error, %Sinetex.Error{} = error} <- Sinetex.open(envelope, as: me, from: peer) do
  Sinetex.error_envelope(gen0004_xml(error.egen), from: me, to: peer, c03: error.c03)
end
Compression
With C04 8 and 10, :compression is required when sending. The library has no
default because the right format depends on the destination: clearing houses
use GZIP, while the manual and the Bacen SFTP servers use ZIP with DEFLATE.
When receiving, the format is detected by its magic bytes, not by C04, and
%Sinetex.Opened{compression: :gzip | :zip | :none} tells which one was found.
Content marked as compressed that is not GZIP or ZIP is returned as is, which
has been observed in practice.
Inspecting real traffic
tools/header_dump.exs prints the header of an envelope without decrypting
anything and without keys. It does not need the library:
elixir tools/header_dump.exs envelope.bin
Documentation
	API documentation: HexDocs.
	docs/SPEC.md: what the library does with each byte, with the
source of every rule (manual, market practice or library decision).
	guides/manual.md (Portuguese): each function next to the
section of the manual it implements.
	SECURITY.md: security notes and how to report a vulnerability.

Development
mix test
The test certificates and keys are generated by
test/support/gen_fixtures.sh (needs openssl) on the first run. No key or
sample from any third party is in the repository.
The interoperability tests run against an independent implementation in
Python, written from the specification only. They need Python 3 with the
cryptography package and are skipped without it:
python3 -m venv .venv && .venv/bin/pip install cryptography
SINETEX_PYTHON=.venv/bin/python mix test
License
Apache-2.0: see the LICENSE and NOTICE files.


  

    Changelog

All notable changes to this project are documented here. The format follows
Keep a Changelog, and the project uses
Semantic Versioning.
0.1.0 - 2026-10-21
Added
	Sinetex.seal/2 and Sinetex.open/2: Security Protocol v3 (AES-256-GCM) and
v2 (3DES), every C04 value, the "empty" header (allow_clear: true).
	Sinetex.error_envelope/2 for GEN0004 answers.
	Error table of the manual (Sinetex.Error), with the "lowest code wins" rule.
	Sinetex.Identity and Sinetex.Certificate: PEM and DER, PKCS#1 and PKCS#8
(also encrypted), the PC code from OU=CSPB-n.
	GZIP and ZIP compression; format detected by magic bytes when receiving;
output size limit.
	c14_errors: :uniform, trim_padding, known, certificate_check,
max_input_bytes and max_output_bytes options of Sinetex.open/2.
	Sinetex.Header and Sinetex.Serial for the header format.
	tools/header_dump.exs, to inspect the header of an envelope without keys.



  

    Sinetex

O envelope de segurança da RSFN (Rede do Sistema Financeiro Nacional), a
rede que liga instituições financeiras, câmaras e o Banco Central do Brasil,
para Elixir.
A biblioteca monta e abre o cabeçalho de segurança de 588 bytes definido no
capítulo 5 do Manual de Segurança do SFN, que é público (Vol. I,
versão 6.00; o capítulo 5 é igual ao da versão 5.07). Cobre o Protocolo de
Segurança v3 (AES-256-GCM) e o v2 (3DES, legado): assinatura, cifra,
compactação e a tabela de erros do C03. Versões novas do manual saem na página
Comunicação Eletrônica de Dados
do Banco Central.
Read in English.
Status: v0.1, pré-lançamento. A biblioteca segue o manual e é testada
contra uma implementação independente. Alguns pontos em que o manual é
omisso seguem a prática de mercado observada e ainda não foram confirmados
com tráfego real. A lista está em docs/SPEC.md.
A versão 1.0 depende dessa confirmação.
O Sinetex é um projeto independente, de código aberto. Não tem vínculo com o
Banco Central do Brasil nem é endossado por ele.

O guia em português põe cada função ao lado da seção do
manual que ela implementa.
Escopo
Dentro: o cabeçalho (C01–C15), emissão e recepção em v2 e v3, todos os
valores de C04, a tabela de erros com a regra do menor código, GZIP e ZIP.
Fora: transporte (MQ, Connect:Direct, SFTP), o XML das mensagens,
habilitação e ativação de certificados, LCR, armazenamento de chaves. A
biblioteca trabalha com bytes: você entrega o conteúdo e as chaves e recebe o
envelope, e vice-versa. Não tem dependências em tempo de execução além de
:crypto e :public_key.
Instalação
def deps do
  [{:sinetex, "~> 0.1"}]
end
Elixir 1.16 ou mais novo, OTP 26 ou mais novo. A versão 2 do protocolo precisa
de 3DES no OpenSSL ao qual o OTP está ligado.
Uso
Chaves e certificados
# Seu certificado e sua chave privada (PEM ou DER; PKCS#1, PKCS#8 ou PKCS#8 cifrado)
{:ok, me} = Sinetex.Identity.load(File.read!("me.crt"), File.read!("me.key"))

# O certificado da contraparte
{:ok, peer} = Sinetex.Certificate.load(File.read!("peer.crt"))
C10 e C12 levam o código da AC (PC). Ele é lido de OU=CSPB-n no emissor do
certificado. Para certificados sem esse campo, informe o código:
Sinetex.Certificate.load(pem, pc: 4).
Os certificados precisam ser RSA-2048, com número de série de até 16 bytes,
como o cabeçalho exige.
Emissão
{:ok, envelope} = Sinetex.seal(xml, from: me, to: peer)

# Arquivo compactado (C04 8). O formato é obrigatório: veja abaixo.
{:ok, envelope} = Sinetex.seal(arquivo, from: me, to: peer, c04: 8, compression: :gzip)

# Versão 2
{:ok, envelope} = Sinetex.seal(xml, from: me, to: peer, version: 2)
Recepção
case Sinetex.open(envelope, as: me, from: peer) do
  {:ok, %Sinetex.Opened{content: content, header: header}} ->
    # header.c03 != 0 quer dizer que a contraparte está reportando um erro
    ...

  {:error, %Sinetex.Error{c03: c03, egen: egen} = error} ->
    # c03 é o código da tabela do manual; egen, o código da GEN0004 (EGEN99xx)
    Logger.warning(Exception.message(error))
end
:from aceita uma lista de certificados, para um remetente que está trocando
de certificado. Outras opções:
	Opção	Padrão	
	:known	[]	Outros certificados. Mensagem assinada com um deles falha com 0x0C (certificado não é do emissor) em vez de 0x0A
	:certificate_check	nenhum	fn cert, header -> :ok | {:error, c03} end, para o que depende do seu cadastro de certificados: não ativado (0x10), vencido ou revogado (0x11), inválido (0x14)
	:c14_errors	:manual	:uniform reporta a falha ao decifrar o C14 como 0x0E em vez de 0x0D. Veja o SECURITY.md
	:trim_padding	false	A v2 mantém o padding 0x00, como manda o manual. true remove até 7 zeros finais
	:allow_clear	false	Aceita o cabeçalho "vazio" (todos os campos zerados, como no eco da GEN0001), cujo corpo não é assinado nem cifrado
	:max_output_bytes	512 MiB	Teto do conteúdo descompactado
	:max_input_bytes	:infinity	Teto do envelope

Reportar um erro
A biblioteca nunca responde a ninguém. Quando open/2 falha, você decide se
devolve uma GEN0004. error_envelope/2 monta o envelope dela: assinado, sem
cifra (C04 3), com o C03 preenchido. O XML da GEN0004 fica com você.
with {:error, %Sinetex.Error{} = error} <- Sinetex.open(envelope, as: me, from: peer) do
  Sinetex.error_envelope(gen0004_xml(error.egen), from: me, to: peer, c03: error.c03)
end
Compactação
Com C04 8 e 10, :compression é obrigatório na emissão. Não há padrão porque o
formato certo depende do destino: as câmaras usam GZIP; o manual e os
servidores SFTP do Bacen usam ZIP com DEFLATE.
Na recepção, o formato é detectado pelos magic bytes, não pelo C04, e
%Sinetex.Opened{compression: :gzip | :zip | :none} diz qual foi encontrado.
Conteúdo marcado como compactado que não é GZIP nem ZIP é devolvido como
chegou, o que já foi observado na prática.
Inspecionar tráfego real
tools/header_dump.exs imprime o cabeçalho de um envelope sem decifrar nada e
sem chaves. Não depende da biblioteca:
elixir tools/header_dump.exs envelope.bin
Documentação
	Documentação da API: HexDocs.
	docs/SPEC.md (inglês): o que a biblioteca faz com cada
byte, com a origem de cada regra (manual, prática de mercado ou decisão da
biblioteca).
	guides/manual.md: cada função ao lado da seção do manual.
	SECURITY.md (inglês): notas de segurança e como reportar uma vulnerabilidade.

Desenvolvimento
mix test
Os certificados e chaves de teste são gerados por
test/support/gen_fixtures.sh (precisa do openssl) na primeira execução.
Nenhuma chave ou amostra de terceiros está no repositório.
Os testes de interoperabilidade rodam contra uma implementação independente em
Python, escrita só a partir da especificação. Eles precisam do Python 3 com o
pacote cryptography e são pulados sem ele:
python3 -m venv .venv && .venv/bin/pip install cryptography
SINETEX_PYTHON=.venv/bin/python mix test
Licença
Apache-2.0: veja os arquivos LICENSE e NOTICE.


  

    Guia: o manual e a biblioteca

Este guia percorre o capítulo 5 do Manual de Segurança do SFN e mostra onde
cada regra está na biblioteca. A numeração das seções é a do Vol. I da versão
6.00, igual à da versão 5.07 no capítulo 5.
A especificação completa, com a origem de cada regra, está em
docs/SPEC.md (em inglês). Lá, cada regra é marcada como
normativa (está no manual), prática de mercado (o manual é omisso; precisa ser
confirmada com tráfego real) ou decisão da biblioteca.
Mapa das seções
	Seção do manual	Assunto	Na biblioteca
	§5.1, Tabela 1, Anexo A	Campos C01–C15 do cabeçalho	Sinetex.Header
	§5.1.4, §5.2.6	Número de série em C11/C13	Sinetex.Serial; campo serial_field de Sinetex.Certificate
	§4.2.6	OU=CSPB-n e o código da PC (C10/C12)	Sinetex.Certificate.load/2, opção :pc
	§4.2.7, §4.2.8, §4.4.16	RSA-2048, expoente diferente de 3	Sinetex.Certificate.load/2, Sinetex.Identity.load/3
	§5.1.2, §5.1.2.1, Anexo A	Versão 2: 3DES, paridade ímpar, IV	Sinetex.seal/2 com version: 2
	§5.1.3 a §5.1.3.4	Versão 3: AES-256-GCM, chave e nonce no C14	Sinetex.seal/2 (padrão)
	§5.1.7	SHA-256 com chaves de 2048 bits	C09 = 0x03
	§5.2 (§5.2.3 a §5.2.9)	Emissão: compactar, completar, assinar, cifrar	Sinetex.seal/2
	§5.2.8	Chave simétrica nova a cada mensagem	Sinetex.seal/2
	§5.3 (§5.3.2 a §5.3.6)	Recepção	Sinetex.open/2
	§5.4	Registro de auditoria	ainda não implementado
	§5.5.1	Tabela de erros (C03, EGEN99xx)	Sinetex.Error
	§5.5.3	Vários erros: vale o de menor código	Sinetex.open/2
	§5.5.2, §5.5.4, §5.5.7	GEN0004 só assinada, com o C03	Sinetex.error_envelope/2
	§5.5.5	Não responder erro com erro	header.c03 em Sinetex.Opened
	§5.5.8	Erro fora do escopo de segurança (0xFF)	Sinetex.Error
	§5.6, §5.6.1, §5.6.2	Tratamento especial (C04)	opção :c04 de Sinetex.seal/2
	§5.6.3	Cabeçalho "vazio" (eco da GEN0001)	opção allow_clear: true de Sinetex.open/2
	§5.7.13	C04 6 e 10: uso público, sem cifra	opção :c04
	§5.7.14	O padding da v2 não é removido	opção :trim_padding de Sinetex.open/2
	§5.8.27	ZIP com DEFLATE nos servidores SFTP	compression: :zip
	§4.4.10, §4.5.11, §4.5.12, §5.3.2	Certificado ativo, revogado ou vencido	opção :certificate_check de Sinetex.open/2

Certificados e chaves (§4.2, §4.4.16, §5.1.4)
{:ok, me} = Sinetex.Identity.load(File.read!("me.crt"), File.read!("me.key"))
{:ok, peer} = Sinetex.Certificate.load(File.read!("peer.crt"))
Na carga, a biblioteca confere o que o protocolo exige: chave RSA de
exatamente 2048 bits (o que garante o bit mais significativo do módulo
ligado), expoente público diferente de 3 e número de série de até 16 bytes,
que é o que cabe nos 32 caracteres de C11/C13.
O código da PC vem de OU=CSPB-n no emissor do certificado (§4.2.6). Um
certificado fora do padrão SPB, como os que algumas câmaras usam, não tem esse
campo: informe o código com pc:. Sem ele, a carga falha com
{:error, :pc_code_required}. A biblioteca não tenta adivinhar a AC pelo nome.
A chave privada pode vir em PEM ou DER, PKCS#1 ou PKCS#8, inclusive PKCS#8
cifrado (password:).
Emissão (§5.2)
Sinetex.seal/2 segue a ordem do manual:
	compacta, se o C04 for 8 ou 10;
	completa com 0x00 até múltiplo de 8 (só na v2, §5.2.3);
	assina o resultado com RSASSA-PKCS1-v1_5 e SHA-256 (C15);
	cifra com uma chave nova (§5.2.8), se o C04 indicar cifra, e põe a chave
cifrada com a chave pública do destinatário no C14;
	preenche o cabeçalho.

{:ok, envelope} = Sinetex.seal(xml, from: me, to: peer)
{:ok, envelope} = Sinetex.seal(arquivo, from: me, to: peer, c04: 8, compression: :gzip)
Sem cifra (C04 2, 3, 6 e 10), o destinatário é opcional; o C14 vai zerado.
Recepção (§5.3) e erros (§5.5)
Sinetex.open/2 trabalha em duas fases:
	Fase A, cabeçalho. Todas as checagens rodam e, se houver mais de um
erro, vale o de menor código (§5.5.3).
	Fase B, criptografia. Decifra o C14, decifra o corpo, verifica a
assinatura e descompacta, nessa ordem, parando no primeiro erro. Por isso
um 0x0B (assinatura) só aparece quando a decifragem deu certo, embora seu
código seja menor que 0x0D e 0x0E.

case Sinetex.open(envelope, as: me, from: peer) do
  {:ok, %Sinetex.Opened{content: content, header: header}} -> ...
  {:error, %Sinetex.Error{c03: c03, egen: egen, field: field}} -> ...
end
O erro traz o código do C03, o código da GEN0004 (EGEN9901 a EGEN9920), o
campo do cabeçalho e uma mensagem. O motivo interno (campo reason) serve só
para log: não o mande para a contraparte.
Os erros que dependem do seu cadastro de certificados (§4.4.10, §4.5.11,
§5.3.2) ficam com você, pela opção :certificate_check:
	C03	EGEN	Quando
	0x10	EGEN9916	certificado não ativado
	0x11	EGEN9917	certificado vencido ou revogado
	0x14	EGEN9920	certificado inválido

check = fn cert, header ->
  cond do
    revogado?(cert) -> {:error, 0x11}
    not ativo?(cert) and header.c04 != 1 -> {:error, 0x10}
    true -> :ok
  end
end

Sinetex.open(envelope, as: me, from: peer, certificate_check: check)
O C04 1 indica que o remetente usa um certificado ainda não ativado (o caso da
GEN0006); o cabeçalho é passado para a função justamente para permitir isso.
Pela regra de §4.5.12, o certificado deixa de valer às 24h do dia anterior ao
"válido até". A biblioteca ainda não faz essa conta; use cert.not_after.
Responder com GEN0004 (§5.5.2, §5.5.4, §5.5.5, §5.5.7)
A biblioteca nunca responde a ninguém. Para devolver um erro, monte o XML da
GEN0004 e chame Sinetex.error_envelope/2, que gera um envelope só assinado
(C04 3) com o C03 preenchido:
with {:error, %Sinetex.Error{} = error} <- Sinetex.open(envelope, as: me, from: peer) do
  Sinetex.error_envelope(gen0004_xml(error.egen), from: me, to: peer, c03: error.c03)
end
Uma mensagem recebida com C03 diferente de zero é a contraparte reportando um
erro. Ela abre normalmente, o código fica em opened.header.c03, e não deve
ser respondida com outro erro (§5.5.5).
Antes de responder automaticamente às falhas de C14 (0x0D), leia o
SECURITY.md: esse código pode servir de oráculo para um
ataque à cifra RSA. A opção c14_errors: :uniform troca o 0x0D por 0x0E.
Tratamento especial, C04 (§5.6)
	C04	Uso	Compactado	Cifrado
	0	mensagem ou arquivo, assinado e cifrado (padrão)		✔
	1	certificado ainda não ativado (GEN0006)		✔
	2	broadcast público, sem destinatário		
	3	mensagem de segurança, como a GEN0004		
	4	arquivo não compactado		✔
	6	arquivo não compactado, uso público (§5.7.13)		
	8	arquivo compactado	✔	✔
	10	arquivo compactado, uso público (§5.7.13)	✔	

Todos são assinados. O manual não diz com todas as letras que 1 e 4 são
cifrados: é o que se observa na prática.
O cabeçalho "vazio" de §5.6.3, com tudo zerado menos o C01, traz o corpo em
claro, sem assinatura. Por padrão ele é recusado com 0x02; com
allow_clear: true, o conteúdo volta marcado protection: :clear.
Compactação (§5.6.2, §5.8.27)
O manual fala em ZIP; nos servidores SFTP do Bacen, ZIP com DEFLATE (§5.8.27).
As câmaras usam GZIP. Como o formato depende do destino, a emissão com C04 8
ou 10 exige compression: :gzip ou compression: :zip.
Na recepção, o formato é reconhecido pelos magic bytes, e
opened.compression diz qual foi encontrado. Conteúdo marcado como
compactado que não é GZIP nem ZIP volta como chegou.
Versão 2 (§5.1.2, §5.7.14)
A versão 2 usa 3DES e completa o conteúdo com 0x00 até múltiplo de 8. O
manual manda não remover esse padding (§5.7.14), e a biblioteca devolve o
conteúdo exatamente como foi assinado. Se o seu conteúdo não termina em zeros
legítimos, trim_padding: true remove até 7 zeros finais.
Prefira a versão 3 sempre que a contraparte aceitar. Num OpenSSL em modo FIPS,
o 3DES pode não estar disponível.
Conferir com tráfego real
Alguns pontos seguem a prática de mercado porque o manual é omisso, como a
ordem dos bytes do C01 e o preenchimento do C14 quando não há cifra. A lista
está na seção 9 da SPEC. Para conferi-los num ambiente de
homologação, tools/header_dump.exs imprime o cabeçalho de um envelope sem
decifrar nada e sem precisar de chaves:
elixir tools/header_dump.exs envelope.bin
elixir tools/header_dump.exs --offset 64 registro.bin   # pula 64 bytes antes do cabeçalho


  

    Specification: the RSFN security envelope (Security Protocol, versions 2 and 3)

		
	Applies to	Version 0.1 of the library
	Normative source	Banco Central do Brasil, Manual de Segurança do SFN, Volume I, version 6.00 (2026-06-08). Version 6.00 added Volume II (Pix) and left chapter 5 as it was in version 5.07 (2025-12-19), so the section numbers below apply to both
	Scope of this document	What the library does with the bytes: build and open the 588-byte header, sign, encrypt, compress, verify and report errors

This document is written only from the public manual of Banco Central. Each
rule shows where it comes from:
	Mark	Meaning
	[N §x]	Normative: in the manual, in the section shown
	[P]	Market practice: the manual is silent, or differs from what counterparties do. Must be confirmed with real traffic before version 1.0 (§9)
	[L]	Library decision: the manual does not require it; we chose it and document it

MUST, MUST NOT and MAY are used as in RFC 2119. Sections of the manual always
appear inside a mark ([N §5.1.4]); a bare "§", as in "(§3.1)", points to a
section of this document.

1. Scope
In:
	the 588-byte security header, fields C01–C15 [N §5.1];
	Security Protocol version 2 (3DES) and version 3 (AES-256-GCM) [N §5.1.2, §5.1.3];
	sending [N §5.2] and receiving [N §5.3];
	special treatment indicators, C04 [N §5.6];
	error codes, C03 / EGEN99xx [N §5.5];
	optional compression before signing (ZIP and GZIP).

Out:
	Security Protocol version 1 (manuals before version 3.0);
	transport: the 512-byte MQSeries header (Annex A), Connect:Direct, FTP/SFTP;
	certificate life cycle: registration through STA, activation (GEN0006/GEN0007), revocation lists [N §4.4, §4.5];
	content and encoding of the XML (Catálogo de Serviços do SFN) [N §5.2.2]: the library works on bytes and does not read the message;
	Pix (Volume II), which uses a different scheme (XMLDSig + mTLS);
	key storage (HSM, Vault, PKCS#12). The library receives keys already loaded;
	the audit record [N §5.4], not implemented yet.


2. Structure
envelope = header (588 bytes) ‖ body
The body starts at position 589 (1-based) [N §5.3.4]. The header is binary,
with no code page [N §5.2.1].
2.1 Header fields [N §5.1, Table 1 and Annex A]
Offsets are 0-based (the manual uses 1-based positions; the "Manual" column
repeats them).
	Field	Offset	Size	Manual	Content
	C01	0–1	2	001–002	Header size: 0x02 0x4C (588)
	C02	2	1	003	Protocol version: 0x00 clear text, 0x02, 0x03
	C03	3	1	004	Error code (§6). 0x00 = no error
	C04	4	1	005	Special treatment (§4)
	C05	5	1	006	Reserved: 0x00
	C06	6	1	007	Recipient's asymmetric key: 0x01 RSA-1024, 0x02 RSA-2048
	C07	7	1	008	Symmetric key: 0x01 3DES (v2 only), 0x02 AES-256 (v3 only)
	C08	8	1	009	Sender's asymmetric key: 0x01 RSA-1024, 0x02 RSA-2048
	C09	9	1	010	Hash: 0x02 SHA-1, 0x03 SHA-256
	C10	10	1	011	PC of the recipient's certificate (§3.2)
	C11	11–42	32	012–043	Serial number of the recipient's certificate (§3.1)
	C12	43	1	044	PC of the sender's certificate (§3.2)
	C13	44–75	32	045–076	Serial number of the sender's certificate (§3.1)
	C14	76–331	256	077–332	Symmetric key encrypted with RSAES-PKCS1-v1_5 (§5)
	C15	332–587	256	333–588	Authentication cryptogram: RSASSA-PKCS1-v1_5 (§5)

Byte order of C01: the manual writes 024CH. We read it as big-endian
(0x02, 0x4C) [P].
2.2 Values the library sends [L]
The library sends only RSA-2048 and SHA-256, because only RSA-2048
certificates are accepted [N §4.4.16] and SHA-256 is mandatory with 2048-bit
keys [N §5.1.7]:
		v2	v3
	C02	0x02	0x03
	C06 / C08	0x02	0x02
	C07	0x01	0x02
	C09	0x03	0x03

When receiving, RSA-1024 (0x01 in C06/C08, with the last 1024 bits of C14/C15
zeroed [N §5.1.5]) and SHA-1 are rejected with the matching code (§6) [L].

3. Certificate identification
3.1 Serial number (C11, C13) [N §5.1.4, §5.2.6]
	Take the serial number of the X.509 certificate as an integer.
	Write it in uppercase hexadecimal, with no separators.
	Pad it on the left with the ASCII character '0' (0x30) up to 32 bytes.

Examples from the manual: 5D77 DA7B 6F02 EFA1 EDDA 741E 78FF 3508 →
5D77DA7B6F02EFA1EDDA741E78FF3508; 3B3B C056 →
0000000000000000000000003B3BC056.
Each byte MUST be in 0x30–0x39 or 0x41–0x46 [N §5.1.4]. When receiving, a
byte outside that range makes the serial number invalid (§6) [L].
A serial number longer than 16 bytes (32 hex digits) does not fit in the
field; RFC 5280 allows up to 20. The library refuses such a certificate
when loading it [L].
3.2 PC code (C10, C12) [N §5.1, Table 1; §4.2.6]
	Code	PC
	0x01	SPB-Serpro
	0x02	SPB-Certisign
	0x03	Pessoas Físicas (reserved for STR-WEB [N §5.1.6])
	0x04	SPB-Serasa
	0x05	SPB-CAIXA
	0x06	SPB-Valid
	0x07	SPB-Soluti

SPB-style certificates carry OU=CSPB-n in the issuer [N §4.2.6], where n is
the code in the table. The library derives the code from that field when
it exists and requires it explicitly when it does not, which is the case of
certificates issued outside the SPB scheme for specific clearing houses [L].
A code given explicitly always wins over the derived one. Without OU=CSPB-n
and without a code, loading the certificate fails with :pc_code_required
[L]. The library does not try to recognize the certification authority by
the issuer name.

4. Special treatment indicator (C04) [N §5.6]
	C04	Meaning	Compressed	Signed	Encrypted
	0	Message or file, signed and encrypted (default) [N §5.6.1]	–	✔	✔
	1	Uses a certificate not activated yet (GEN0001/GEN0008 optional, GEN0006 mandatory)	–	✔	✔ [P]
	2	Not encrypted: public broadcast, no recipient	–	✔	–
	3	Not encrypted, security related (e.g. GEN0004 [N §5.5.7])	–	✔	–
	4	File not compressed, usually an answer	–	✔	✔ [P]
	6	File not compressed, not encrypted, public [N §5.7.13]	–	✔	–
	8	File compressed	✔	✔	✔
	10	File compressed, not encrypted, public [N §5.7.13]	✔	✔	–

	Every value is signed, because every message is signed except in the cases
of §4.1.
	The manual does not say explicitly that 1 and 4 are encrypted; that is what
is observed in the market [P].
	Any other value gives error 0x13 (§6). For the other header checks, an
unknown value counts as encrypted [L].

4.1 The "empty" header [N §5.6.3]
The GEN0001 (echo) may have every field zeroed except C01. Its body is then
in clear text, neither signed nor encrypted. The library recognizes this case
only when the receiver asks for it (allow_clear: true) and then returns the
body as it is, marked :clear. Otherwise the envelope is rejected with 0x02,
so that an application that does not expect clear text never gets it by
accident [L].
4.2 C14, C06/C07 and C10/C11 without encryption
The manual does not say how to fill C14 or C06/C07 when C04 means "not
encrypted". The library sends C14 as 256 bytes 0x00 and keeps C06/C07 at
the values of the version [P]. When receiving, C14 is ignored in that case.
Without a recipient (allowed only when there is no encryption), C10 is 0x00
and C11 is 32 bytes 0x00 [L].

5. Sending [N §5.2]
Input: content P (bytes), the sender's private key and certificate, the
recipient's certificate (not needed when there is no encryption), version (2
or 3), C04 and compression format.
	Compression. If C04 ∈ {8, 10}, D = compress(P) (§7). Otherwise D = P.
	Padding.	v2: append 0x00 to D up to a multiple of 8 bytes [N §5.2.3, §5.7.14].
	v3: no padding [N §5.2.3].


	Signature (C15). C15 = RSASSA-PKCS1-v1_5-SIGN(sender_private_key, SHA-256, D)
[N §5.1.1, §5.2.4, §5.2.7]. The signature covers the content after
compression and with the padding.
	Encryption. Only if C04 means encrypted (§4).	Generate a new symmetric key for each message or file [N §5.2.8], with
a cryptographically secure generator.
	v2 [N §5.1.2, §5.1.2.1, Annex A notes 1–2]:	K = 24 random bytes, with odd parity set on each byte;
	IV = K[0..7] (the first 8 bytes of the key);
	E = 3DES-EDE3-CBC(K, IV, D), with no extra padding, since D is a multiple of 8;
	C14 = RSAES-PKCS1-v1_5-ENCRYPT(recipient_public_key, K) (24 bytes).


	v3 [N §5.1.3–§5.1.3.4]:	K = 32 random bytes; N = 12 random bytes (nonce/IV);
	(C, T) = AEAD_AES_256_GCM(K, N, AD = empty, D) (RFC 5116), with a 16-byte tag T;
	E = C ‖ T (the tag goes at the end of the body, not in the header);
	C14 = RSAES-PKCS1-v1_5-ENCRYPT(recipient_public_key, K ‖ N) (44 bytes).


	No encryption: E = D and C14 = 256 × 0x00 (§4.2).


	Header. Fill C01–C13 (§2, §3); C03 = 0x00; C05 = 0x00.
	Output: header ‖ E.

The order compress → sign → encrypt comes from [N §5.2.4–§5.2.9].

6. Receiving and errors [N §5.3, §5.5]
6.1 Error table [N §5.5.1]
	C03	GEN0004	Field	Cause
	0x01	EGEN9901	C01	Header size zero or incompatible
	0x02	EGEN9902	C02	Invalid or incompatible version
	0x03	EGEN9903	C06	Recipient's key algorithm invalid or different from the certificate
	0x04	EGEN9904	C07	Invalid symmetric algorithm
	0x05	EGEN9905	C08	Sender's key algorithm invalid or different from the certificate
	0x06	EGEN9906	C09	Hash algorithm invalid or does not match
	0x07	EGEN9907	C10	Invalid PC of the recipient's certificate
	0x08	EGEN9908	C11	Invalid serial number of the recipient's certificate
	0x09	EGEN9909	C12	Invalid PC of the certificate
	0x0A	EGEN9910	C13	Invalid serial number of the sender's certificate
	0x0B	EGEN9911	C15	Invalid authentication cryptogram
	0x0C	EGEN9912	C12/C13	Certificate does not belong to the sender of the message
	0x0D	EGEN9913	C14	Error extracting the symmetric key
	0x0E	EGEN9914	C14	Error from the symmetric algorithm
	0x0F	EGEN9915	body	Size not a multiple of 8 (v2 only)
	0x10	EGEN9916	C12/C13	Certificate not activated
	0x11	EGEN9917	C12/C13	Certificate expired or revoked
	0x12	EGEN9918	–	Generic error of the security layer
	0x13	EGEN9919	C04	Invalid or incompatible special treatment indicator
	0x14	EGEN9920	C12/C13	Invalid certificate (use the one "to be activated" in GEN0006)
	0xFF	–	–	Error outside the security scope (e.g. BCMSG) [N §5.5.8]

When there is more than one error, the lowest code is reported [N §5.5.3].
6.2 Algorithm
Input: envelope, own private key and certificate, and the expected
sender's certificate (or a set of accepted certificates). Optionally, other
known certificates and a certificate check supplied by the caller.
Before the header [L]: an envelope larger than the configured input limit
gives 0x12.
Phase A: header consistency. Every check runs, and the lowest code found is
reported:
	Check	Error
	Envelope shorter than 588 bytes, or C01 ≠ 0x024C	0x01
	Empty header (§4.1)	with allow_clear, return the body as clear text, without the checks below; otherwise 0x02 [L]
	C02 ∉ {0x02, 0x03}; 0x00 ("clear text") is accepted only in the empty header [L]	0x02
	C06 ≠ 0x02, or different from the size of my certificate's key	0x03
	C07 invalid, or incompatible with C02 (v2 ↔ 0x01, v3 ↔ 0x02) [L]	0x04
	C08 ≠ 0x02, or different from the size of the sender's key	0x05
	C09 ≠ 0x03	0x06
	C10 ≠ PC of my certificate	0x07
	C11 ≠ serial number of my certificate, or not in the format of §3.1	0x08
	C12 = 0x00, or C13 matches an expected or known certificate whose PC is not C12 [L]	0x09
	C13 not in the format of §3.1, or matches no known certificate	0x0A
	C12/C13 match a known certificate that is not an expected sender [L]	0x0C
	C04 ∉ {0, 1, 2, 3, 4, 6, 8, 10}	0x13
	The caller's certificate check (§6.4)	the code it returns

The checks of C06, C10 and C11 apply only when the content is encrypted.
Phase B: cryptography. In order, stopping at the first error:
	v2 with encryption and a body whose size is not a multiple of 8 → 0x0F.
v3 with encryption and a body shorter than 16 bytes → 0x0E [L]. v2
when the host has no 3DES → 0x12 [L]. Without encryption the size of
the body is not checked [L].
	Decrypt C14 with my private key [N §5.3.3]. A failure, or a key of a size
other than 24 (v2) or 44 (v3) bytes → 0x0D, as the manual defines. With
the option c14_errors: :uniform, this failure is reported as 0x0E, like
a failure in the body (see §8, padding oracle) [L].
	Decrypt the body [N §5.3.4]: v3 with an invalid GCM tag → 0x0E; v2 has no
check at this step.
	Verify C15 over the decrypted content with padding [N §5.3.5, §5.3.6] → 0x0B.
	If C04 ∈ {8, 10}: decompress (§7). Failure, or output above the configured
limit → 0x12 [L].

0x0B is lower than 0x0D and 0x0E, but it can only be checked after
decryption. If decryption fails, its failure is reported.
Padding in the output (v2): the manual says the padding must not be
removed [N §5.7.14]. By default the library returns exactly the signed
content, with padding. With trim_padding: true it removes up to 7 trailing
0x00 bytes [L]. The documentation warns that legitimate zeros at the end
of the content are removed too. For C04 ∈ {8, 10} the padding is not part of
the decompressed content, and the decompressor MUST tolerate it (§7).
6.3 Messages with C03 ≠ 0 and error envelopes
	A received envelope with C03 ≠ 0x00 must not be answered [N §5.5.5].
The library opens it like any other and leaves the code in the header for
the caller [L].
	To answer with a GEN0004, the library builds an envelope that is only
signed (C04 = 3), with C03 = the error code [N §5.5.2, §5.5.4, §5.5.7]. The
GEN0004 XML is up to the caller.

6.4 Outside the library
The caller decides, through a hook called during phase A with the sender's
certificate and the header [L]:
	0x10, 0x14: depend on the registry of active certificates [N §4.4.10, §5.3.2];
	0x11: revocation, by revocation list [N §4.5.11], or expiry.

Expiry follows [N §4.5.12]: the certificate stops being valid at 24:00 of the
day before its "valid until" date. The library MAY offer this check in a
later version; version 0.1 leaves it to the hook [L].

7. Compression
	Source	Format
	Manual of Banco Central	ZIP (C04 8 and 10 [N §5.6.2]); "ZIP with the DEFLATE method" on the SFTP servers [N §5.8.27]
	Market practice (clearing houses)	GZIP, RFC 1952 [P]

Receiving [P]: the format is detected by its magic bytes, not by C04:
	1F 8B → GZIP;
	50 4B 03 04, 50 4B 05 06 or 50 4B 07 08 → ZIP;
	neither → the content is returned as is, even with C04 = 8. Answers from
counterparties marked as compressed and arriving uncompressed have been
observed.

GZIP [L]: every member is read and the outputs are concatenated, as
RFC 1952 §2.2 allows. After the last member only 0x00 bytes may follow (the
v2 padding); anything else is an error. Each member's CRC-32 and size are
checked.
ZIP [L]: the archive MUST have exactly one entry, stored or DEFLATE, not
encrypted and not ZIP64. The End of Central Directory is found even with
0x00 bytes after it (v2 padding). The CRC-32 and the sizes in the central
directory are checked.
Sending [L]: no default. With C04 ∈ {8, 10} the caller MUST pass
compression: :gzip or compression: :zip; without it sending fails with
:compression_required. The right format depends on the destination, which the
library does not know. The documentation advises: clearing houses → :gzip;
files for the Bacen SFTP servers → :zip [N §5.8.27]. A ZIP has a single
DEFLATE entry, by default named content; the name counterparties expect is
not known yet [P].
Limits [L]: decompression has a configurable output limit (defense against
"decompression bombs"). The input has a configurable limit too.

8. Security requirements of the implementation [L]
	Randomness: keys and nonces come from :crypto.strong_rand_bytes/1. In
tests, an injectable generator allows deterministic vectors (KAT). It exists
only when the library is compiled for its own test suite, so it cannot be
turned on in production by accident.
	Padding oracle (Bleichenbacher): RSAES-PKCS1-v1_5 is imposed by the
protocol, and the manual gives a failure in C14 its own code (0x0D). If the
application reports that code to the sender (GEN0004), it creates an oracle.
The library handles it this way:	default = manual (0x0D): the library sends nothing, the application
decides whether to report the code, and the distinct code helps diagnose a
sender that used the wrong certificate;
	option c14_errors: :uniform: a failure in C14 becomes 0x0E,
indistinguishable from a failure in the body;
	in both modes there is no shortcut on a C14 failure: processing continues
with a random key up to the body step (in v2, up to the signature check),
and the real reason is kept only in an internal field of the error, for
logging;
	OpenSSL 3.2 and later do "implicit rejection" in RSAES-PKCS1-v1_5
decryption (they return a synthetic key instead of an error). So that the
error code does not depend on the OpenSSL of the host, the library
decrypts C14 with raw RSA and checks the PKCS#1 v1.5 encoding itself
(RFC 8017 §7.2.2). The test suite also runs on OpenSSL 3.2+;
	the risk and the option are documented in SECURITY.md.


	No exceptions on malformed input: every invalid envelope becomes
{:error, %Sinetex.Error{}}. Invalid options raise ArgumentError, because they are
programming errors.
	Sender's and recipient's keys when loading: RSA of 2048 bits
[N §4.4.16], exponent ≠ 3 [N §4.2.7], most significant bit of the modulus = 1
[N §4.2.8].
	Scheduling: for large payloads the hash is computed in chunks and the
digest is signed, so that the BEAM scheduler is not blocked.


9. Market practice items to confirm
These points follow what is observed in the market, because the manual is
silent or differs from it. They stay marked [P] until they are checked
against real traffic; tools/header_dump.exs prints the header of an envelope
without keys, for that purpose.
	Byte order of C01 (§2.1).
	C04 = 1 and 4 are encrypted (§4).
	C14 zeroed and C06/C07 filled when there is no encryption (§4.2).
	GZIP in clearing house files; detection by magic bytes; answers marked as
compressed that arrive uncompressed (§7).
	Name of the entry in the ZIP the library sends (§7).



  

    Security

Reporting a vulnerability
Please do not open a public issue. Use GitHub's
private vulnerability reporting
on this repository ("Security" tab, "Report a vulnerability"). You should get
an answer within a week. Fixes are released for the latest minor version.
What the protocol protects, and what it does not
These notes are about the protocol of the Manual de Segurança do SFN as
much as about this library. Read them before you decide how your application
reacts to what Sinetex.open/2 returns.
The header is not authenticated
The signature in C15 covers only the content, and C14 carries only the
symmetric key. Nothing protects the header itself, so anyone on the path can
change these fields without making open/2 fail:
	C03, the error code. A valid message can be made to look like an error
report, and the other way round. Do not take security decisions on C03.
	C04, within limits. Changing "encrypted" to "not encrypted" makes the
signature check fail, but, for example, 0 and 4 are interchangeable, and a
compressed file marked as not compressed is returned compressed.
	C05, reserved.
	C06 and C10/C11 when the content is not encrypted.

The envelope has no timestamp, sequence number or nonce that the receiver can
check, so it gives no replay protection. Detecting a repeated message is up
to the application (for example, by the message identifiers in the XML).
C14 and the padding oracle
The protocol encrypts the symmetric key with RSAES-PKCS1-v1_5, which is
vulnerable to Bleichenbacher's attack when the receiver reveals whether the
padding of C14 was valid. The manual itself creates that signal: a failure to
extract the key has its own error code (0x0D, EGEN9913), and the receiver is
expected to report it to the sender in a GEN0004.
With enough queries (typically tens of thousands to millions), someone who can
send envelopes to you and see your GEN0004 answers can decrypt the C14 of an
envelope they captured, and with it the content.
What the library does:
	It never answers anyone. Sending a GEN0004 is your application's choice.
	By default it reports 0x0D, as the manual says, because the distinct code
helps to diagnose a sender that encrypted to the wrong certificate, and
because the RSFN is a closed network where such a volume of bad envelopes
from one participant is visible.
	With c14_errors: :uniform a failure in C14 is reported as 0x0E, the
same code as a failure to decrypt the body, so the code is no longer an
oracle.
	In both modes the work does not stop at a bad C14: the library goes on with
a random key and runs the same steps as with a good key, so that the time to
answer does not depend on the padding. This is a best-effort measure in
Elixir, not a constant-time implementation.
	The PKCS#1 v1.5 decoding of C14 is done by the library on the raw RSA
result, instead of by OpenSSL. OpenSSL 3.2 and later answer a bad padding
with a synthetic key ("implicit rejection") where older versions return an
error; doing the decoding in the library gives the same error code on every
OpenSSL version.

If your application answers bad envelopes with a GEN0004 automatically, use
c14_errors: :uniform, or at least rate-limit and monitor those answers per
sender.
Version 2
Version 2 is legacy. It uses 3DES in CBC mode with the IV taken from the key,
as the manual specifies, and has no integrity check before the signature is
verified. Prefer version 3 whenever the counterparty accepts it. 3DES may be
missing from an OpenSSL in FIPS mode; the library then returns
:des3_unavailable when sending and 0x12 when receiving.
Clear text
The "empty" header (all fields zero but C01, used by the GEN0001 echo) carries
a body that is neither signed nor encrypted. open/2 rejects it unless you
pass allow_clear: true, and then marks the result protection: :clear.
Never treat such content as coming from anyone in particular.
Certificates
The library checks that a certificate can be used by the protocol (RSA-2048,
public exponent other than 3, serial number that fits in C11/C13) and that
the sender in C12/C13 is one of the certificates you passed in :from. It does
not check chains, validity dates, activation or revocation: those depend on
your certificate registry. Use the :certificate_check option of open/2.
Decompression and size limits
Content is decompressed with a limit on the output (max_output_bytes, 512 MiB
by default). The whole envelope is held in memory; set max_input_bytes if the
envelope comes from a source you do not control.
Keys in memory
Private keys are Erlang terms. The BEAM cannot wipe them from memory, and they
can end up in crash dumps. inspect/2 of a Sinetex.Identity does not show the
private key, but the term itself is not hidden. Protect crash dumps and remote
shells accordingly.
Randomness
Keys and nonces come from :crypto.strong_rand_bytes/1. The deterministic
generator used for known-answer tests exists only when the library is compiled
for its own test suite; it is not present when Sinetex is a dependency.
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The security envelope of the RSFN, the network of the Brazilian Financial
System, as defined in chapter 5 of the Manual de Segurança do SFN
published by Banco Central do Brasil. Section numbers such as §5.5.3 refer
to that manual (version 5.07; Volume I of version 6.00 keeps the same
chapter 5).
An envelope is a 588-byte header (Sinetex.Header) followed by the body:
	Security Protocol v3: AES-256-GCM, RSA-2048, SHA-256;
	Security Protocol v2 (legacy): 3DES-EDE3-CBC, RSA-2048, SHA-256.

The library works on bytes. It does not parse the XML of the message, does
not talk to the network and does not store keys.
Example
{:ok, me} = Sinetex.Identity.load(File.read!("me.pem"), File.read!("me.key"))
{:ok, peer} = Sinetex.Certificate.load(File.read!("peer.pem"))

# Sending
{:ok, envelope} = Sinetex.seal(xml, from: me, to: peer)

# Receiving
{:ok, %Sinetex.Opened{content: xml}} = Sinetex.open(incoming, as: me, from: peer)
Special treatment (C04)
	C04	Meaning	Compressed	Encrypted
	0	message or file, signed and encrypted (default)		✔
	1	uses a certificate that is not activated yet (GEN0006)		✔
	2	public broadcast, no recipient		
	3	security message, e.g. GEN0004 (see error_envelope/2)		
	4	file, not compressed		✔
	6	file, not compressed, public		
	8	file, compressed	✔	✔
	10	file, compressed, public	✔	

Every value is signed. That 1 and 4 are encrypted is market practice, not
stated by the manual.
Errors
open/2 returns {:error, %Sinetex.Error{}} with the C03 code of the
manual's error table. When there is more than one error in the header, the
lowest code is reported (§5.5.3). Malformed input never raises.
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        error_envelope(content, opts)

      


        Builds the envelope that reports a security error to a counterparty
(§5.5.2, §5.5.4, §5.5.7): signed, not encrypted (C04 3), with C03 set.



    


    
      
        open(envelope, opts)

      


        Opens an envelope: checks the header, decrypts, verifies the signature
and, for C04 8 and 10, decompresses.



    


    
      
        seal(content, opts)

      


        Builds an envelope: compresses (C04 8 and 10), pads (v2), signs and
encrypts content.
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      error_envelope(content, opts)



        
          
        

    

  


  

      

          @spec error_envelope(binary(), keyword()) ::
  {:ok, binary()} | {:error, :des3_unavailable}


      


Builds the envelope that reports a security error to a counterparty
(§5.5.2, §5.5.4, §5.5.7): signed, not encrypted (C04 3), with C03 set.
content is the GEN0004 message, which the caller builds.
Options
	:c03 (required) - the error code, usually error.c03 from open/2.
	:from, :to, :version - as in seal/2.

Example
with {:error, %Sinetex.Error{} = error} <- Sinetex.open(envelope, opts) do
  gen0004 = build_gen0004(error.egen)
  Sinetex.error_envelope(gen0004, from: me, to: peer, c03: error.c03)
end

  



  
    
      
    
    
      open(envelope, opts)



        
          
        

    

  


  

      

          @spec open(binary(), keyword()) ::
  {:ok, Sinetex.Opened.t()} | {:error, Sinetex.Error.t()}


      


Opens an envelope: checks the header, decrypts, verifies the signature
and, for C04 8 and 10, decompresses.
Options
	:as (required) - your Sinetex.Identity; decrypts C14.
	:from (required) - the expected sender: a Sinetex.Certificate or a
list of them. The certificate is picked by C13 and C12.
	:known - other certificates you know, default []. A message signed
with one of them is rejected with 0x0C ("certificate does not belong
to the sender") instead of 0x0A.
	:certificate_check - fn certificate, header -> :ok | {:error, c03} end,
called with the sender certificate. Use it for what depends on the
certificate registry: not activated (0x10), expired or revoked
(0x11), invalid (0x14). C04 1 means the sender uses a certificate
that is not activated yet; the header is passed so you can allow it.

	:c14_errors - :manual (default) reports a failure to decrypt C14
as 0x0D, as the manual says. :uniform reports it as 0x0E, the
same as a failure in the body, so the error code is not a padding
oracle. See SECURITY.md.
	:trim_padding - v2 only. The manual says the padding is not removed
(§5.7.14), so by default the content comes back as signed, with its
trailing 0x00. true removes up to 7 trailing 0x00 bytes, which
also removes legitimate zeros at the end of the content.
	:allow_clear - accept the "empty" header of §5.6.3 (GEN0001 echo),
whose body is neither signed nor encrypted. Default false: such an
envelope is rejected with 0x02.
	:max_output_bytes - limit for decompressed content, default 512 MiB.
	:max_input_bytes - limit for the envelope, default :infinity.

Return
{:ok, %Sinetex.Opened{}} or {:error, %Sinetex.Error{}}.
An envelope whose C03 is not 0x00 is a counterparty reporting an error;
it is opened like any other and the code is in opened.header.c03. Do not
answer it with another error (§5.5.5).
Invalid options raise ArgumentError.

  



  
    
      
    
    
      seal(content, opts)



        
          
        

    

  


  

      

          @spec seal(binary(), keyword()) ::
  {:ok, binary()}
  | {:error,
     :compression_required
     | :recipient_required
     | :des3_unavailable
     | :zip64_unsupported}


      


Builds an envelope: compresses (C04 8 and 10), pads (v2), signs and
encrypts content.
Options
	:from (required) - your Sinetex.Identity; signs the content.
	:to - the recipient's Sinetex.Certificate. Required when C04
means encrypted; optional otherwise (when given, it fills C10/C11).
	:version - 3 (default) or 2. Version 2 is legacy and needs 3DES
in the host OpenSSL, which FIPS mode may disable.
	:c04 - special treatment indicator, default 0. See the table in
the module documentation.
	:compression - :gzip or :zip. Required with C04 8 and 10 and
not accepted otherwise. There is no default because the right format
depends on the destination: clearing houses use GZIP, the manual
describes ZIP (and the Bacen SFTP servers use ZIP with DEFLATE).
	:zip_entry_name - name of the single ZIP entry, default "content".

Errors
	{:error, :compression_required} - C04 8 or 10 without :compression;
	{:error, :recipient_required} - encrypted C04 without :to;
	{:error, :des3_unavailable} - version 2 and no 3DES in OpenSSL;
	{:error, :zip64_unsupported} - ZIP content of 4 GiB or more.

Invalid options raise ArgumentError.

  


        

      


  

    
Sinetex.Certificate 
    



      
An X.509 certificate as seen by the protocol: its serial number (C11/C13),
its certification authority code (C10/C12) and its RSA public key.
Load the counterparty's certificate with load/2. Your own certificate is
loaded together with its private key by Sinetex.Identity.load/3.
Certification authority code (PC)
Fields C10 and C12 carry the code of the certification authority ("PC")
that issued the certificate (§5.1, Table 1):
	Code	PC
	0x01	SPB-Serpro
	0x02	SPB-Certisign
	0x03	Pessoas Físicas (STR-WEB only)
	0x04	SPB-Serasa
	0x05	SPB-CAIXA
	0x06	SPB-Valid
	0x07	SPB-Soluti

SPB-style certificates carry OU=CSPB-n in their issuer (§4.2.6), where
n is the code, and load/2 derives the code from it. Certificates without
it need the :pc option; otherwise loading fails with
{:error, :pc_code_required}. An explicit :pc always wins over the
derived code. The library never guesses the code from the issuer's name.
Checks on load
	RSA key of exactly 2048 bits (§4.4.16), which also means that the most
significant bit of the modulus is set (§4.2.8);
	public exponent other than 3 (§4.2.7);
	serial number of at most 16 bytes, so that it fits C11/C13.
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        load_error()

      


    


    
      
        pc()

      


        A certification authority code, as written in C10/C12.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        load(cert, opts \\ [])

      


        Loads a certificate from PEM or DER.
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      load_error()



        
          
        

    

  


  

      

          @type load_error() ::
  :invalid_certificate
  | :not_rsa
  | {:unsupported_key_size, pos_integer()}
  | {:invalid_public_exponent, integer()}
  | :serial_too_long
  | :invalid_serial
  | :pc_code_required


      



  



  
    
      
    
    
      pc()



        
          
        

    

  


  

      

          @type pc() :: 1..255


      


A certification authority code, as written in C10/C12.
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          @type t() :: %Sinetex.Certificate{
  der: binary(),
  issuer: String.t(),
  key_bits: 2048,
  not_after: DateTime.t() | nil,
  not_before: DateTime.t() | nil,
  pc: pc(),
  public_key: :public_key.rsa_public_key(),
  serial: non_neg_integer(),
  serial_field: <<_::256>>,
  subject: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      load(cert, opts \\ [])



        
          
        

    

  


  

      

          @spec load(binary(), keyword()) :: {:ok, t()} | {:error, load_error()}


      


Loads a certificate from PEM or DER.
Options
	:pc - the certification authority code (1..255) to write in C10/C12.
Required when the issuer has no OU=CSPB-n.

Examples
{:ok, peer} = Sinetex.Certificate.load(File.read!("peer.pem"))
{:ok, chamber} = Sinetex.Certificate.load(File.read!("chamber.pem"), pc: 0x04)

  


        

      


  

    
Sinetex.Error exception
    



      
A protocol error, as defined by the security error table of the
Manual de Segurança do SFN (§5.5.1).
Fields:
	:c03 - the error code that goes in field C03 of the header
(0x01..0x14, or 0xFF).
	:egen - the matching GEN0004 error code ("EGEN9901".."EGEN9920"),
or nil for 0xFF.
	:field - the header field the error refers to (:c01..:c15,
:body), or nil.
	:message - a short description, in English.
	:reason - the internal cause, for logs only. It may say more than
:c03 does (see the c14_errors: :uniform option of Sinetex.open/2),
so do not send it to the counterparty.

The struct is an exception, so it can be raised, but Sinetex functions
always return it in an {:error, error} tuple.
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        code()

      


        A C03 error code: 0x01..0x14 or 0xFF.



    


    
      
        field()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        code?(code)

      


        Returns true if code is a valid, non-zero C03 error code.



    


    
      
        codes()

      


        All valid C03 error codes, in ascending order.



    


    
      
        new(code, reason \\ nil)

      


        Builds the error for code, keeping reason for logs.
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          @type code() :: 1..20 | 255


      


A C03 error code: 0x01..0x14 or 0xFF.
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          @type field() ::
  :c01
  | :c02
  | :c04
  | :c06
  | :c07
  | :c08
  | :c09
  | :c10
  | :c11
  | :c12
  | :c13
  | :c14
  | :c15
  | :body
  | nil
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          @type t() :: %Sinetex.Error{
  __exception__: true,
  c03: code(),
  egen: String.t() | nil,
  field: field(),
  message: String.t(),
  reason: term()
}


      



  


        

      

      
        Functions
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          @spec code?(term()) :: boolean()


      


Returns true if code is a valid, non-zero C03 error code.
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          @spec codes() :: [code(), ...]


      


All valid C03 error codes, in ascending order.

  



    

  
    
      
    
    
      new(code, reason \\ nil)



        
          
        

    

  


  

      

          @spec new(code(), term()) :: t()


      


Builds the error for code, keeping reason for logs.
iex> error = Sinetex.Error.new(0x0B)
iex> {error.egen, error.field, error.message}
{"EGEN9911", :c15, "invalid signature"}

  


        

      


  

    
Sinetex.Identity 
    



      
Your own certificate and its RSA private key.
An identity signs what you send (from: in Sinetex.seal/2) and decrypts
what you receive (as: in Sinetex.open/2).
The private key is loaded from PEM (PKCS#1 or PKCS#8, optionally encrypted)
or DER. Keeping the key safe (HSM, vault, file permissions) is up to the
caller. The struct does not show the key when inspected.
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        load_error()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        load(cert, key, opts \\ [])

      


        Loads a certificate and its private key.
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          @type load_error() ::
  Sinetex.Certificate.load_error() | :invalid_private_key | :key_mismatch
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          @type t() :: %Sinetex.Identity{
  certificate: Sinetex.Certificate.t(),
  private_key: :public_key.rsa_private_key()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      load(cert, key, opts \\ [])



        
          
        

    

  


  

      

          @spec load(binary(), binary(), keyword()) :: {:ok, t()} | {:error, load_error()}


      


Loads a certificate and its private key.
Both are binaries in PEM or DER. The certificate goes through the checks of
Sinetex.Certificate.load/2, and the key must match the certificate.
Options
	:pc - see Sinetex.Certificate.load/2.
	:password - password of an encrypted PEM key.

Examples
{:ok, me} = Sinetex.Identity.load(File.read!("me.pem"), File.read!("me.key"))
{:ok, me} = Sinetex.Identity.load(cert, key, pc: 0x06, password: "secret")

  


        

      


  

    
Sinetex.Opened 
    



      
The result of Sinetex.open/2.
	:content - the content: decrypted, with its signature verified and,
for C04 8 and 10, decompressed.
	:header - the decoded Sinetex.Header. A c03 other than 0x00
means the counterparty is reporting an error (§5.5.5): do not answer
it with another error.
	:sender - the Sinetex.Certificate that signed the content, or nil
for clear text.
	:protection - :signed_and_encrypted, :signed (C04 2, 3, 6 and 10)
or :clear (the empty header of §5.6.3, only with allow_clear: true).
	:compression - :gzip or :zip when the content was decompressed,
:none otherwise. With C04 8 or 10, :none means the content did not
start with GZIP or ZIP magic bytes and was returned as is.

inspect/2 leaves the content out.
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          @type t() :: %Sinetex.Opened{
  compression: :gzip | :zip | :none,
  content: binary(),
  header: Sinetex.Header.t(),
  protection: :signed_and_encrypted | :signed | :clear,
  sender: Sinetex.Certificate.t() | nil
}


      



  


        

      


  

    
Sinetex.Header 
    



      
The 588-byte security header (Manual de Segurança do SFN §5.1, Table 1).
Field names follow the manual:
	Field	Size	Content
	c01	2	header size, always 588
	c02	1	protocol version (0x02, 0x03; 0x00 for clear text)
	c03	1	error code, 0x00 when there is no error
	c04	1	special treatment indicator
	c05	1	reserved, 0x00
	c06	1	recipient key algorithm (0x02 = RSA-2048)
	c07	1	symmetric algorithm (0x01 = 3DES, 0x02 = AES-256)
	c08	1	sender key algorithm (0x02 = RSA-2048)
	c09	1	hash algorithm (0x03 = SHA-256)
	c10	1	certification authority (PC) of the recipient certificate
	c11	32	serial number of the recipient certificate (Sinetex.Serial)
	c12	1	certification authority (PC) of the sender certificate
	c13	32	serial number of the sender certificate
	c14	256	symmetric key encrypted with RSAES-PKCS1-v1_5
	c15	256	signature, RSASSA-PKCS1-v1_5

c01 is read and written as a big-endian 16-bit integer.
The header is not covered by the signature: the protocol only signs the
content. Sinetex.open/2 checks every field against the certificates
involved, but bytes such as C03, C04 and C05 can be changed in transit
without breaking the signature.
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        t()

      


    





  
    Functions
  


    
      
        decode(envelope)

      


        Splits an envelope into its header and body.



    


    
      
        empty?(header)

      


        Returns true for the "empty" header of §5.6.3: every field zeroed except
C01. The body of such an envelope is in clear text, neither signed nor
encrypted.



    


    
      
        encode(h)

      


        Encodes a header into its 588 bytes.



    


    
      
        size()

      


        The header size in bytes: 588.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Sinetex.Header{
  c01: 0..65535,
  c02: byte(),
  c03: byte(),
  c04: byte(),
  c05: byte(),
  c06: byte(),
  c07: byte(),
  c08: byte(),
  c09: byte(),
  c10: byte(),
  c11: <<_::256>>,
  c12: byte(),
  c13: <<_::256>>,
  c14: <<_::2048>>,
  c15: <<_::2048>>
}


      



  


        

      

      
        Functions
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          @spec decode(binary()) :: {:ok, t(), body :: binary()} | {:error, :too_short}


      


Splits an envelope into its header and body.
Only the layout is decoded; field values are not validated. Returns
{:error, :too_short} if there are fewer than 588 bytes.

  



  
    
      
    
    
      empty?(header)



        
          
        

    

  


  

      

          @spec empty?(t()) :: boolean()


      


Returns true for the "empty" header of §5.6.3: every field zeroed except
C01. The body of such an envelope is in clear text, neither signed nor
encrypted.
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          @spec encode(t()) :: <<_::4704>>


      


Encodes a header into its 588 bytes.
Raises ArgumentError if a field does not fit its size.

  



  
    
      
    
    
      size()



        
          
        

    

  


  

      

          @spec size() :: 588


      


The header size in bytes: 588.

  


        

      


  

    
Sinetex.Serial 
    



      
Certificate serial numbers as written in fields C11 and C13
(Manual de Segurança do SFN §5.1.4, §5.2.6).
The serial number is written in upper-case hexadecimal, left-padded with
the ASCII character "0" to 32 bytes.
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        encode(serial)

      


        Encodes a serial number into the 32-byte field format.



    


    
      
        valid?(arg1)

      


        Returns true if field is a well-formed C11/C13 value: 32 bytes, each one
of 0-9 or A-F.
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          @spec encode(integer()) ::
  {:ok, <<_::256>>} | {:error, :serial_too_long | :invalid_serial}


      


Encodes a serial number into the 32-byte field format.
iex> Sinetex.Serial.encode(0x5D77DA7B6F02EFA1EDDA741E78FF3508)
{:ok, "5D77DA7B6F02EFA1EDDA741E78FF3508"}

iex> Sinetex.Serial.encode(0x3B3BC056)
{:ok, "0000000000000000000000003B3BC056"}
Serial numbers longer than 16 bytes do not fit the field:
iex> Sinetex.Serial.encode(0x0102030405060708090A0B0C0D0E0F1011)
{:error, :serial_too_long}

  



  
    
      
    
    
      valid?(arg1)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Returns true if field is a well-formed C11/C13 value: 32 bytes, each one
of 0-9 or A-F.
iex> Sinetex.Serial.valid?("0000000000000000000000003B3BC056")
true

iex> Sinetex.Serial.valid?("0000000000000000000000003b3bc056")
false
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